
Packet Capture with Aruba Controller 
 

Wireshark Settings 

Download and install Wireshark to your laptop.  

 

Start Wireshark 

 

From the Wireshark Menu’s select “Edit” and open “Preferences” 

 

Open / expand “Protocols” 

 

Scroll down the protocol list to find the “ARUBA_ERM”  

 

In the ARUBA_ERM UDP Port numbers field enter the number ‘5555’ 

 

 
 

Click “Apply” and “Ok” at the bottom to save the changes. 

 

 

Controller Settings 

Login to the Controller 

Go to the Controller “Monitoring” Tab 

Select “Clients” in the left hand column 

Select the client of interest 

 

 
 

 

Click on “Packet Capture” to display the next screen in the setup. 

 

 

 

 

 

 



 

 
 

Enter the “Target IP” (IP Address) of the machine running the Wireshark (this example 172.16.0.49) that the AP / 

Controller will forward the packet capture to. 

 

Enter the “Port” number the packet capture will be mirrored to (this example 5555 – the port number entered into the 

ARUBA_ERM field on Wireshark) 

 

Leave all other fields set as default 

 

Select “Start” to begin the packet capture on the Aruba Controller 

 

Select / start “Capture” on the Wireshark (ensure the capture is started on the correct interface) 

 

If necessary enter “wlan” in the Wireshark filter field and click “Apply” 

 

 
 

 

 

 

 



 

To disconnect / stop the capture on the controller 

 

Click to select the current active capture 

 

Click on Stop 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


